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Conversations That Change EverythingSM

CyberSecurity

 It’s all about CONTROL

▪ Access to Systems

▪ Hardware used with the Systems

▪ Movement and storage of all data

 Monitor Activities

 Mitigation of Threats

 Written Information Security Policies
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Conversations That Change EverythingSM

HIPAA Compliance

 Business Associate Agreements

 Subcontractor Agreements

 Make the all internal practices, books, and records relating to the Use and Disclosure of PHI received
from, or created or received by the company on behalf of the covered entity available for purposes of
determining the Covered Entity’s compliance with the Privacy Rules.

 Key Requirements:

▪ Use appropriate safeguards to prevent Use or Disclosure of PHI other than as provided by the Privacy
Rules / Business Associate Agreements

• Administrative Safeguards

• Physical Safeguards

• Technical Requirements
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Conversations That Change EverythingSM

HIPAA Compliance Checklist
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Conversations That Change EverythingSM

HIPAA Compliance Checklist
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Conversations That Change EverythingSM

HIPAA Compliance Checklist
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Conversations That Change EverythingSM

HIPAA “Protected” Items

“Individually Identifiable Health Information” means any of the following:

1. Name
2. Address (all geographic subdivisions smaller than state, including street address, city county, and zip

code)
3. All elements (except years) of dates related to an individual (including birthdate, admission date,

discharge date, date of death, and exact age if over 89)
4. Telephone numbers or Fax number
5. Email address
6. Social Security Number
7. Medical record number or Health plan beneficiary number
8. Account number
9. Certificate or license number
10. Any vehicle or other device serial number
11. Web URL or Internet Protocol (IP) Address
12. Finger or voice print
13. Photographic image - Photographic images are not limited to images of the face.
14. Any other characteristic that could uniquely identify the individual
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Conversations That Change EverythingSM

HIPAA Policies

1. The size, complexity and capabilities of the Company.
2. The Company’s technical infrastructure, hardware and software security 

capabilities.
3. Cost of implementing security controls.
4. Probability and criticality of risks to E-PHI/ePHI.

Relevant Security Policies and Procedures include:

• BYOD Device Policy
• Contingency Policy
• Data Protection Suite Policy
• Hardcopy Policy
• Hardware Policy
• Information Authentication Policy
• Information Destruction Policy
• Infrastructure Policy
• Malware Protection Suite Policy
• Mobile Device Policy
• Network Backup Policy
• Physical Access Controls Policy
• Physical Security Policy

9

• Portable Storage Device Policy
• Risk Analysis and Management Policy
• Sanctions Policy
• Secure Portal Policy
• Secure Transmission Policy
• Security Incidents Policy
• Security Officer Job Description Policy
• Separation Policy
• Software Policy
• Systems Security and Usage Policy
• Visitor Policy

Conversations That Change EverythingSM

Written Information Security Policies

 Ohio Safe Harbor

▪ The entity’s cybersecurity measures must also “reasonably conform” to one of the 
industry-recognized frameworks listed in R.C. 1354.03. These frameworks include the 
National Institute of Standards and Technology’s (NIST) Cybersecurity Framework, the 
Security Rule of the Health Insurance Portability and Accountability Act (HIPAA) (45 CFR §
164.302, et seq.) for healthcare-industry businesses regulated by HIPAA, and the 
Safeguards Rule of the Gramm-Leach-Bliley Act (16 CFR § 314.1, et seq.) for certain 
financial institutions. R.C. 1354.03.

▪ Creates affirmative defense to tort causes of action brought under Ohio law stemming 
from breaches of personal information.
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Conversations That Change EverythingSM

Written Information Security Policies

 H.R. 7898 was signed into law on January 5, 2021.  Amending the Health Information Technology for Economic and 

Clinical Health Act creating a “HIPAA safe harbor.”

 The “HIPAA safe harbor” requires that, when calculating fines, evaluating audits or reviewing proposed mitigation 

steps, the Department of Health & Human Services (HHS) must consider whether the covered entity or business 

associate adequately demonstrated that it had in place “recognized security practices” for at least 12 months prior 

that would:

• Mitigate HIPAA fines

• Result in the early, favorable termination of a HIPAA audit

• Mitigate the remedies in a HIPAA resolution agreement with HHS

 Under the law, the term “recognized security practices” means “the standards, guidelines, best practices, 

methodologies, procedures, and processes developed under…the NIST Act, the approaches promulgated 

under…the Cybersecurity Act of 2015, and other programs and processes that address cybersecurity and that are 

developed, recognized, or promulgated through regulations under other statutory authorities.”
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Conversations That Change EverythingSM

Risk Assessment
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Conversations That Change EverythingSM

Risk Assessment
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Conversations That Change EverythingSM

Risk Assessment
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Conversations That Change EverythingSM

Resources
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Conversations That Change EverythingSM
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Resources

Conversations That Change EverythingSM
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Crosswalks for Compliance
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Conversations That Change EverythingSM
19

NIST has over 109 sub-categories

Crosswalks for Compliance

Conversations That Change EverythingSM
20

Device Management

 Control Access to Information

 Enforce Policies

▪ “Allowed” Applications

▪ Encryption

 Allow Security

▪ Password Requirements

▪ Lock Screen/Time Out

 Remote Wipe of Information

 Sandbox for Corporate Data

Security Policies - BYOD
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Conversations That Change EverythingSM

 Users are more susceptible to social attacks they receive on mobile devices. This is 
the case for email-based spear phishing, spoofing attacks that attempt to mimic 
legitimate webpages, as well as attacks via social media.

 Mobile software also enhances the ease of action - accept, reply, send, like, and 
such - which makes it easier for users to respond to a request.

 They make it easier for users to make snap decisions.

 Users often interact with their mobile devices while walking, talking, driving, and 
doing all manner of other activities that interfere with their ability to pay careful 
attention to incoming information.
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Mobile Device Issues:  Studies Show

Conversations That Change EverythingSM

 2nd Factor is the easiest/best protection against a hacker gaining access by 
either guessing credentials or tricking a user into giving them up

 Something you know + something you have

 A dedicated APP is better than a text message
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Easy Preventions
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Conversations That Change EverythingSM
23

Work Area Suggestions
 Be sure your work space is kept organized and ‘generic’

 Ensure proper destruction of material, not just the trash

 Don’t leave printers or faxes un-attended with printouts

 Ensure file cabinets are locked in public areas

 Don’t just return copiers without sanitizing/wiping/erasing them

Conversations That Change EverythingSM

 Ransomware

 Email Phishing

 Business Email Compromise

 Wire Fraud

 Embezzlement/Insider Threats

 Stolen Equipment
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Common Business Problems
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Conversations That Change EverythingSM

 Ransomware is a type of malware used by cybercriminals for financial gain.

▪ It is delivered in the same way any type of malware makes its way onto victim 
systems.

• Attackers will exploit known vulnerabilities

• Take advantage of systems that have already been compromised

• Use social engineering tactics, such as phishing emails that attempt to trick 
users into downloading infected files or clicking on malicious links

 Once they get a foothold into a System they will use it to carry out their attack(s).

 Once in, the ransomware will take over the victim’s files or systems and encrypt 
key information to render it unusable to the organization
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Ransomware

Conversations That Change EverythingSM

 During a Ransomware Attack, data is not only encrypted but also exfiltrated 
(removed from the System)

 Companies are threatened with the release of data unless they pay

▪ Backups offer no help in this instance

 Distributed Denial-of-Service (DDoS) attacks can also be used to shut down public 
facing websites.

 Public shaming is on the rise
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Double Extortion
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Conversations That Change EverythingSM

 You can now buy a ‘canned’ Ransomware delivery vehicle

▪ One time use

▪ Rented monthly

▪ Percentage of ransom received

▪ Available ‘over the web’

 No longer need to be a super tech programmer to succeed
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Ransomware-as-a-Service

Conversations That Change EverythingSM

 Microsoft Exchange Server exploit – 2021

 Jan 5 : First reported

 Jan 6 – Feb 2 : Continued reports of exploitation

 Mar 2 : Microsoft releases patches

 Ongoing : Ransomware Groups engage in mass exploitation of exploit
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Exploit Time Line – Example 1
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Conversations That Change EverythingSM

 Log4j Exploit 2021

 Nov 24 : Vulnerability Reported

 Dec 9 : Exploits seen “in the wild”

 Dec 10 : NIST CVE Alert Published

 Dec 6 – 16 : Updates released

 Dec – Ongoing : Attackers scan for vulnerable systems
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Exploit Time Line – Example 2

Conversations That Change EverythingSM

 Cybersecurity and Infrastructure Security Agency

 Publishes information in conjunction with DHS, FBI & Secret Service

 Usually contains reference material as well as detailed steps to detect, 
defend and mitigate
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National Cyber Awareness System
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Conversations That Change EverythingSM
31

Sample CISA Email/Alert

Conversations That Change EverythingSM
32

 15 or so Active Groups

▪ Conti – 15.5%

▪ Revil/Sodinokibi – 7.1%

▪ Remainder 4.8% or less

Most use multi-extortion tactics to try and boost their ‘payments’

Ransomware “Gangs”
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Conversations That Change EverythingSM
33

 Avg ransomware demand 2021 - $1.78 million

 Over 600 companies affected during 2020-2022

 “Ruthless” in their approach

▪ No observance of any “code of honor” that is used by some other groups

• Targets hospitals

• Emergency services

• Law enforcement

 Uses double extortion to ‘shame’ companies into paying

Conti Group

Conversations That Change EverythingSM
34

 2020 : Demand - $906,000

 2020 : Payment - $303,000

 2021 : Demand - $2,200,000

 2021 : Payment - $540,000

Demands vs Payments
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Conversations That Change EverythingSM
35

Companies Most Targeted

Conversations That Change EverythingSM
36

 49% - United States

 5% - Canada

 5% - United Kingdom

 Over 90 different countries impacted

Countries Targeted
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Conversations That Change EverythingSM
37

 41% recovered within 1 Month

 58% recovered in 2 to > 6 Months

 58% paid the ransom

 14% paid more than once

Recovery Times

Conversations That Change EverythingSM
38

 99% got some encrypted data back after paying

 After paying : Only got 61% of data back

 Only 4% got all their data back

Payments and Data Recovery
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Conversations That Change EverythingSM
39

 $1.4 million – average cost to mitigate an attack

 90% of attacks impacted a companies ability to operate

 86% of attacks caused loss of business/revenue

Ransomware Costs

Conversations That Change EverythingSM
40

 CVSS is a Common Vulnerability Scoring System
▪ Used as an open framework for communicating the characteristics and severity of

software vulnerabilities

 CVE is a list of Common Vulnerabilities and Exposures

 NVD is the National Vulnerability Database maintained by NIST

 KEV is the Known Exploited Vulnerabilities catalog

“National” Exploit Tracking
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Conversations That Change EverythingSM
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Recovery Methods

Conversations That Change EverythingSM
42

Cyber Insurance Payouts
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Conversations That Change EverythingSM
43

1. Email education

2. Software/Equipment patching

3. 2nd factor authentication

4. GEO restrictions on logins

5. Limit concurrent logins

6. Network permissions segregation

Ransomware Protections

Conversations That Change EverythingSM
44

1. Complete backups – offline

2. Disaster Plan / Incident Plan

3. Data loss prevention protocols

4. Written Information Security Policies

5. Cyber Insurance

Ransomware Mitigations
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Conversations That Change EverythingSM
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Conversations That Change EverythingSM
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Conversations That Change EverythingSM
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Conversations That Change EverythingSM
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Conversations That Change EverythingSM
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U.S. Healthcare Data Breaches
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Conversations That Change EverythingSM
51

U.S. Healthcare Data Breaches – May

Conversations That Change EverythingSM
52

HIPAA Regulated Entity 2021 Reason Individuals Impacted Amount

Misc. 13 Entities HIPAA Right of Access failure 13 $67,000  average

Excellus Health Plan

Multiple HIPAA Violations: Risk 
analysis, risk management, 
information system activity 
reviews, technical policies

9,358,891 $5,100,000

2021 - 2022 HIPAA Fines/Settlements
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Conversations That Change EverythingSM
53

2020 - 2021 States Fines/Settlements

Conversations That Change EverythingSM

 Reputation Loss

 Litigation

 Fines

 Disruption of Business

 Future Enhanced Audits/Scrutiny

 Financial Losses (external and internal perpetrators)
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Effects of Security Lapses
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Conversations That Change EverythingSM

 Compromised or spoofed email used to send “instructions” to internal 
employee

 Email appears to be trusted and valid

 Should always have a secondary means to validate “instructions”

 Social engineering is a major factor in compromise
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Business Email Compromise

Conversations That Change EverythingSM

 Never open attachments or links in unsolicited emails

 Do not respond to suspicious emails in any manner

 Do not access emails on the same computers used to initiate or approve payments

 Report suspicious emails – Someone else will get it too!

 48% of all malicious email attachments are Office files
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Email Threats
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Conversations That Change EverythingSM

 Lots of attachments

 Sense of urgency

 Grammatical errors

 Too good to be true

 Unusual sender

 Hyperlinks

 Generic terms and salutations
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Phishing Email Traits

Conversations That Change EverythingSM
58

Email Examination
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Conversations That Change EverythingSM
59

Sample Phishing Email

Conversations That Change EverythingSM
60

Sample Phishing Email
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Conversations That Change EverythingSM
61

Left to Right, find first “/” after any “//”, stuff right before ‘dot’ something matters most

http://www.email-content.somethingelse.reallylong.chase.com/email.html  - probably OK
http://www.chase.really-long.beachwood33k3.com/email.html       - probably NOT

Common Sense Email Safety

Conversations That Change EverythingSM
62

Seconds      Minutes         Hours          Days              Weeks         Months          Years

Ransomware has decreased the Discovery and Containment time frames dramatically. 

Security Incidents Timeline
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Conversations That Change EverythingSM

 Causes/Observations of potential incidents

▪ Unusual computer system activity

▪ Unusual employee activity

▪ Loss of equipment

▪ Policy violations
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Incident/Breach Response

Conversations That Change EverythingSM

 Network Management

 Mobile Device Management

 Logs

 Inspections
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Compliance Monitoring
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Conversations That Change EverythingSM
65

1. Use complex Passwords. Use different ones on each site.  Consider phrases. Use a password manager.

2. Keep Logins different. Don’t use your email address.

3. Don’t share Passwords/Logins.

4. Don’t trust any email links.

5. Use 2nd Factor Authentication on everything.

6. Keep your inbox clean.

7. Logout/Lock your workstation when you leave, don’t forget about your phone.

8. Never input your work network credentials on any external site.

9. Encrypt all Flash Drives - Bitlocker

10. Never send confidential info thru regular email, use encryption or a Portal.

CyberSecurity Mitigations

Conversations That Change EverythingSM

 Breach Response Plan?

 Insurance Broker/Agent?

▪ How to file a claim

▪ Contacts at Insurance Company

 Business Attorney for Cyber?

 Forensic Company?

 Secret Service Contact?

 FBI and Local Law Enforcement?
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Cyber Insurance Check List
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Conversations That Change EverythingSM

 Cyber Incident Occurs

▪ Incident is discovered

 24/7 Incident Response Team is Contacted

▪ Details on policy

▪ Response within minutes

▪ Provides advice and coordinates next steps

▪ Legally privileged

 Cyber Vendors Appointed/Remediation

▪ IT forensics/restoration

▪ Ransomware negotiators

▪ Data Mining/Review/Notification

▪ Credit Monitoring

▪ Public Relations
67

 Loss Assessed

▪ Expenses

▪ Business Interruption – forensic accountants needed

▪ Third party litigation

▪ Special considerations

 Claim Paid

▪ Credit Monitoring

▪ Public Relations

Must remember to notify insurance 
agents and the company

Typical Cyber Claims Process

Questions and Discussion
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Mike Shoffner

216-378-7284

Michael.Shoffner@hwco.cpa
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